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The EEOC Hears Concerns About Social Media and Hiring
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AND BARRIE DNISTRIAN

ess than a decade ago, employers large
and small would typically evaluate and hire

potential employees on the basis of some
fairly standard assessment tools: job applications
and/or resumes; in-person interviews; personal
and professional references; and transcripts or
test scores.
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Depending on the sensitive nature of the
job opportunity, an employer might have dug
deeper into an applicant’s background; a crimi-
nal background and/or credit check could aid
the employers in deciding whether the new
employee at the till, supervising small chil-
dren or inputting confidential medical data,
was indeed trustworthy:.

Today, however, employers have an additional
source of information at their disposal thanks
to the advent and prolific use of social media by
prospective employees.! Popular social media

v

sites such as Facebook, Twitter, Instagram,
and LinkedIn, among others, can provide an
employer with a unique and very clear peephole
into the personal life of an applicant that might
otherwise appear perfect “on paper.” Because
a qualified job candidate may not have consid-
ered his future job prospects when he posted
lewd Mardi Gras photos back in 2009, or took to
Twitter to rail against President Obama in 2012,
a quick check of social media by a recruitment
manager could sink an otherwise certain offer
of employment.
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While social media sites are useful tools for an
employer seeking to screen job applicants on the
basis of “organizational fit” or professional con-
nections, for instance, the wealth of additional
information available on those very same sites
may turn the tool into a double-edged (and dis-
criminatory) sword. For example, an applicant’s
social media profile may not only reveal his phil-
anthropic nature and stellar communication skills,
but also his membership in a “protected class.”
Even a cursory review of an applicant’s biographi-
cal information on Facebook or vacation photos
on Instagram can readily disclose the applicant’s
race, gender, national origin, color, religion, age,
disability, or marital status. Because federal, state
and local anti-discrimination statutes prohibit
covered employers from making employment
decisions on the basis of an applicant’s protected
class status (including those made in connection
with recruitment and hiring),? an employer’s use
of social media as a screening tool may trigger
claims of disparate treatment and/or disparate
impact by rejected candidates.?

For this reason, among others, the U.S. Equal
Employment Opportunity Commission (EEOC or
Commission) convened a meeting on March 12,
2014 to gather information regarding the use of
social media and its impact on the federal laws
enforced by the Commission. In a release dated
March 12, 2014, the Commission acknowledged
that the “use of social media has become perva-
sive in today’s workplace” and that the meeting
“helped the EEOC understand how social media is
being used in the employment context and what
impact it may have on the laws we enforce and
on our mission to stop and remedy discrimina-
tory practices in the workplace.”

According to a survey published by the Soci-
ety for Human Resource Management (SHRM)
in 2013, 77 percent of the companies surveyed
reported using social networking sites to recruit
job candidates—a figure that more than doubled
since 2008. While significant in number, only 20
percent of the companies surveyed by SHRM
also use social media to screen (or background
check) job applicants. The substantial dichotomy
in these figures is likely attributable to the poten-
tial legal risks perceived by employers who use
social media; in fact, 74 percent of the surveyed
organizations admitted that they avoid screening
applicants in this manner for fear of “discover-
ing information about protected characteristics
... when perusing candidates’ social profiles.”

Employers should be cautious in their use
of social media for screening purposes in light
of the testimony given during the March 12th

meeting, and the fact that technology changes
faster than the law. To this point, EEOC’s acting
associate legal counsel, cited an EEOC letter
dated May 15, 2012, which acknowledged that
although “the EEO laws do not address the legal-
ity per se” of employers requesting passwords
and accessing applicants’ social networks, the
EEOC’s position is clear: “covered employees
must not use personal information from social
networks to make employment decisions on
a prohibited basis, be it race, color, religion,
national origin, sex, age, disability, or protected
genetic information.” For example, “rejecting an
applicant because he is Muslim, as disclosed
through social media postings, would violate
Title VII of the Civil Rights Act of 1964 ... Simi-
larly, rejecting an individual with a family history
of breast cancer, as shown in the caption to a
photo of her completing the “Race for the Cure”
in memory of her sister ... would violate the
Genetic Information Nondiscrimination Act.”®

Employers should be cautious
in their use of social media for
screening purposes in light of
the testimony given during the
March 12th meeting, and the
fact that technology changes
faster than the law.

Because employers are using social media to
supplement traditional hiring practices and thus,
must comply with a hodgepodge of old and new
laws at the federal and state level, testimony was
provided to the EEOC regarding the most practi-
cal ways for employers to avoid the legal pitfalls
of screening applicants via social media.” As the
EEOC highlighted in its release, these compli-
ance tips include, among others: the selection
of a third-party or designated person within the
company who lacks hiring authority to conduct
the social media background checks on appli-
cants; the use of publicly available information
only; and avoiding requests for passwords or
usernames from job applicants.

In connection with requests by employers
that job applicants provide their social media
usernames and passwords, the EEOC release
noted that at least four states already prohibit
such requests and that similar legislation is
pending at the state and federal levels. Impor-

tantly, this numbers was much higher by the
end of 2014. According to a report issued by
SHRM in August 2014, at least 18 states had
either passed or enacted laws barring requests
for access to employees and job applicants’
social media accounts, and at least 28 states had
similar legislation either introduced or pending.?
In New York, Assembly bill No. A04388, which
would prohibit employers from requesting or
requiring username and login information as a
condition of hiring, is currently before the State
Assembly Labor Committee.’

Federal password protection legislation has
not fared as well. In 2013, the Password Protec-
tion Act was introduced in Congress, but failed to
make it out of committee.!” Similarly, the Social
Networking Online Protection Act (or SNOPA)
was introduced in the House of Representatives
in 2012 and 2013, but also stalled once referred
to committee.!! Nevertheless, other federal
statutes address similar privacy concerns and
employers should be aware of them before peer-
ing into an applicant’s non-public social media
account. For instance, if employers choose to
designate a company employee or a third-party
entity to review the social media profiles of job
candidates, as was suggested to the EEOC, the
Stored Communications Act of 1986 (SCA)!? and
the Fair Credit Reporting Act (FRCA)!? are likely
implicated. The SCA prohibits intentional access
of electronic communications services (includ-
ing social media sites) without authorization
and thus, prohibits employers from accessing
an applicant’s private social media.'* In addition,
the FCRA requires any employer that conducts
a background check (or through a consumer
reporting agency to first provide notice to the
applicant that a background check will take
place, obtain consent from the applicant to
conduct a background check, provide notice to
the applicant that information having a negative
impact on the applicant’s eligibility for employ-
ment has been found, and allow the applicant
time to correct any incorrect information found
in the consumer report.!®> Because employee
background checks can include information
obtained from a host of sources, including social
media, these same rules apply.'

The EEOC release reiterated the point raised
by several panelists during the March 12th
meeting—namely, that the use of social media
in the hiring process can “provide a valuable
tool for identifying good candidates by search-
ing for specific qualifications.” However, in using
social media to screen candidates, employers
must remain mindful of applicable state, federal
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and local laws and that “the improper use of
information obtained from such sites may be
discriminatory” since protected class status “can
be discerned from information on these sites.”

Case Law Overview

Case law addressing claims of discrimination
due to improper use of social media during the
hiring process has been slow to emerge, ostensi-
bly due to the “newness” of the medium’s use in
the employment context. However, as exempli-
fied below, the claims that have been brought in
several federal courts and before the EEOC tend
to focus on the employer’s discriminatory use of
social media in choosing between job applicants.

In Gaskell v. Univ. of Kentucky,'" a district court
in Kentucky analyzed a claim of discriminatory
hiring by a university that had gathered and used
information from social media Internet searches
during its vetting of candidates for a newly cre-
ated position. Based on the facts presented, the
court determined that the plaintiff presented suf-
ficient evidence of a Title VII violation based on
the defendant’s refusal to hire and denied the
defendant’s motion for summary judgment.'® As
the court noted, there was no dispute that the
plaintiff, Gaskell, was a leading candidate for the
position, or that during the hiring process, one
of the university’s hiring committee members
conducted a search of social media. The search
led to a link on Gaskell’s website that contained an
article referencing certain conservative religious
beliefs. Because Title VII protects against unlawful
employment practices, including discrimination
against an individual “with respect to compensa-
tion, terms, conditions, or privileges of employ-
ment, because of such individual’s ... religion,”"?
the court found that sufficient evidence existed
to create a triable issue of fact as to whether
the search committee evaluated candidates for
employment on the basis of illegal criteria and
whether plaintiff’s “religious beliefs were a sub-
stantial motivating factor in [the university’s]
decision not to hire him.”

In Nieman v. Grange Mutual Ins.,* a federal
district court in [llinois analyzed a job applicant’s
claim that a prospective employer discriminated
against him in violation of the ADEA on the basis
of a social media search conducted during the
hiring process that revealed his age.?! Specifi-
cally, the pro se plaintiff claimed that the com-
pany rejected his application for employment
because the human resources department had
actual knowledge of his age based on his Linke-
dIn profile, which included his college gradua-
tion date. The court ultimately determined that

the plaintiff presented sufficient evidence of age
discrimination to survive a motion to dismiss.
The take away from this case, in keeping with
the testimony provided to the EEOC, is that an
employer’s use of social media to disqualify a
candidate on a protected class basis could serve
as evidence against an employer charged with
employment discrimination.

In Reese v. Salazar, Sec’y, Dep't of Interior,?
the EEOC addressed the issue of social media
and discrimination in employee recruitment.
The plaintiff, alleging violations of the ADEA
and Title VII by a government agency, claimed
that she was not selected for a Park Ranger
position due to her age (61) and sex (female),
and that, generally, the agency’s use of social
media for recruitment had a disparate impact
on older workers because they used comput-
ers less frequently than younger people. The
Administrative Judge analyzed the disparate
treatment claim and found that while the com-
plainant alleged a prima facie case of age and
sex discrimination, the agency articulated a
legitimate, nondiscriminatory reason for its
action. The Administrative Judge also found
that the plaintiff failed to present evidence
that social media was the exclusive means
for recruitment by the agency and that no
prima facie case of disparate impact existed
because “an analysis of the data showed that
there was no significant disparity based on
the number of applicants in each age bracket.”
These determinations were upheld on appeal.

In Brief

Like any new technology, the law needs time
to play catch-up with its impact on individual
rights. As these cases demonstrate, and as the
EEOC reiterated in its press release, “the EEO
laws do not expressly permit or prohibit use of
specified technologies ... . The key question ...
is how the selection tools are used.”
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