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I
n one of the largest privacy class 

action suits ever �led, the U.S. 

Court of Appeals for the Seventh 

Circuit recently af�rmed a federal 

district court decision allowing 

a class action to proceed against 

comScore, an online data research 

company, for alleged violations of 

federal privacy statutes.1 The class, 

which is likely to total well over one 

million members, includes all indi-

viduals who have downloaded the 

company’s software since 2005. At 

the heart of the complaint is plain-

tiff’s claim that comScore’s software 

collects more personal information 

about users than is disclosed in the 

company’s terms of service and that 

the company sells this information 

to third parties, who in turn use the 

data for marketing research.

Historically, plaintiffs have had a 

dif�cult time showing that they have 

sustained damages from alleged pri-

vacy violations, and this has frustrat-

ed most attempts to bring privacy 

class actions. However, in comScore, 

the lead plaintiffs were found to 

have standing, and the purported 

class was certi�ed, based on statu-

tory damages, not actual damages. 

The comScore decision and other 

recent decisions allowing privacy 

cases to proceed in the absence 

of actual damages suggest that the 

legal landscape may be changing, 

and that privacy could be the next 

signi�cant frontier in consumer class 

action litigation.

This article provides an over-

view of privacy actions, reviews the 

defenses—injury and standing—that 

have made it dif�cult for plaintiffs to 

prevail, and discusses recent case 

law and the future of privacy class 

action litigation.

Consumer Privacy Actions

Security breaches involving 

personal information are occur-

ring more frequently and affect-

ing many more people than in the 
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past. According to a June 2013 

report from the Privacy Rights 

Clearinghouse, “the total number 

of records containing sensitive 

personal information involved in 

security breaches in the United 

States is 608,087,870 in 3,763 data 

breaches since January 2005.”2 The 

result, unsurprisingly, has been an 

increase in privacy litigation in gen-

eral, and a rise in the frequency of 

privacy class actions in particular.

Consumer privacy actions are typi-

cally based on allegations of inap-

propriate collection of personal data 

resulting from: (i) human error, theft, 

or malicious attacks; or (ii) the af�r-

mative acts of companies collecting 

personal data without appropriate 

notice and consent. These lawsuits 

have most often included common 

law claims of negligence, breach of 

contract, unjust enrichment, tres-

pass to personal property/chattel, 

invasion of privacy, and/or breach 

of the implied covenant of good faith 

and fair dealing, as well as statutory 

claims under state consumer pro-

tections acts and state data breach 

notification laws. More recently, 

plaintiffs have sued under federal 

statutory causes of action such as 

the Computer Fraud and Abuse Act, 

an anti-hacking statute (the CFAA).3 

But, as discussed infra, privacy plain-

tiffs asserting these claims have con-

fronted signi�cant obstacles.

Common Obstacles: Standing and 

Injury

To bring a private action in fed-

eral court,4 a plaintiff must show 

that he or she has suffered “inju-

ry in fact” suf�cient to meet the 

case or controversy requirement 

of Article III of the U.S. Constitu-

tion. This injury must be “concrete 

and particularized” and “actual or 

imminent,” not merely specula-

tive.5 Absent concrete allegations 

that a privacy plaintiff has suffered 

actual economic losses from the 

disclosure or mishandling of per-

sonal information, a number of 

courts have rejected allegations 

that plaintiffs suffered injury in 

fact and have dismissed privacy 

class actions on standing grounds. 

Such was the case for the plaintiffs 

in In re Google Street View Elec. 

Commc’ns Litig.6 There, the court 

dismissed plaintiffs’ claims under 

California’s consumer protection 

statute because plaintiffs failed to 

plead facts showing that Google’s 

alleged collection of their Wi-Fi 

usage data caused plaintiffs to 

lose or expend money.7

A similar inability to allege 

actual damages resulted in the 

dismissal of a $5 million class 

action lawsuit against the social 

networking site LinkedIn, involv-

ing the alleged compromise of 6.5 

million users’ passwords.8 Here, 

the plaintiffs pled a total of nine 

causes of action including breach 

of contract, unjust enrichment, 

breach of the implied covenant 

of good faith and fair dealing, 

breach of an implied contract to 

reasonably safeguard user infor-

mation, negligence and negligence 

per se. Holding that any damage 

to LinkedIn users was abstract 

and that plaintiffs failed to pro-

vide evidence of injury that was 

concrete and particularized, the 

court dismissed the complaint.

In LaCourt v. Specific Media,9 plain-

tiffs alleged that Specific Media, 

an online third-party ad network, 

used �ash cookies, which cannot 

be deleted and never expire, to 

track users across websites and to 

circumvent the privacy and secu-

rity controls of users who had set 

their browsers to block third-party 

cookies. The plaintiffs asserted state 

law claims for invasion of privacy, 

consumer protection violations, 

unfair competition, trespass, and 

unjust enrichment, and a federal 

claim for violation of the CFAA. The 

federal district court in California 

found that plaintiffs, who did not 

articulate how they were deprived 

of the economic value of their per-

sonal information, failed to allege 

harm or economic injury suf�cient 

to demonstrate standing.10

Changing Landscape?

Recent cases however, suggest 

that the legal landscape may be 
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changing. In 2010, the U.S. Court of 

Appeals for the Ninth Circuit held in 

Edwards v. First Am.11 that a plaintiff 

who had suffered no monetary loss 

nonetheless had standing to chal-

lenge a violation of the Real Estate 

Settlement Procedures Act (RESPA). 

RESPA prohibits the payment of “any 

fee, kickback, or thing of value” in 

exchange for business referrals.12 

The statute provides that when a 

violation occurs, the defendant can 

be held liable in an “amount equal to 

three times the amount of any charge 

paid for such settlement service.”13 

The court held that because RESPA 

gave the plaintiff a statutory cause 

of action, the plaintiff had standing 

to pursue claims against the defen-

dants despite its failure to allege any 

actual or concrete injury from the 

RESPA violation.

Although Edwards arose in the 

narrow context of an alleged RES-

PA violation, the implications of 

the decision for privacy litigation 

have not been lost on plaintiffs’ 

lawyers: They are increasingly �l-

ing purported privacy class actions 

based upon alleged violations of 

federal privacy laws with statutory 

damages provisions, including the 

Electronic Communications Privacy 

Act (ECPA), also known as the Wire-

tap Act (18 U.S.C. §§2510, et seq.), 

and the Stored Communications Act 

(SCA) (18 U.S.C. §§2701, et seq.).14 

In addition to providing a potential 

avenue for avoiding standing prob-

lems, the relatively modest statu-

tory damages available under these 

statutes can be enormous when 

aggregated over a class.15

Privacy Class Actions After ‘com-

Score’

The comScore decision shows that 

if plaintiffs are found to have stand-

ing to bring privacy claims based 

solely on statutory damages, with no 

need to make “concrete and particu-

larized” allegations of actual dam-

ages, the resulting class actions can 

be enormous. In comScore, the U.S. 

District Court for the Northern Dis-

trict of Illinois certi�ed a putative 

privacy class based on the statu-

tory damages available under the 

ECPA and the SCA and the supe-

riority of the class action mecha-

nism for resolving plaintiffs’ CFAA 

claims, notwithstanding uncertainty 

about the existence and amount of 

plaintiffs’ actual damages. Plain-

tiffs in comScore brought claims 

for unjust enrichment and for vio-

lations of the SCA, the ECPA, and 

the CFAA, alleging that defendants 

improperly obtained and used per-

sonal information after consumers 

downloaded and installed the com-

pany’s software. The crux of plain-

tiffs’ claims was that comScore’s 

data collection violated the terms 

of the User License Agreement and 

the Downloading Statement. The 

court denied class certification 

on the unjust enrichment claim, 

but granted certification for the 

federal statutory claims, rejecting 

comScore’s argument that the issue 

of whether each individual plaintiff 

suffered damage or loss from the 

alleged privacy violations precluded 

class certi�cation. The court ruled 

that the SCA and the ECPA provided 

statutory damages for which only 

a violation must be established, 

and noted that although the CFAA 

required proof of loss aggregating to 

at least $5,000 in value, “individual 

factual damages issues do not pro-

vide a reason to deny class certi�ca-

tion when the harm to each plaintiff 

is too small to justify resolving the 

suits individually.”16

Courts in the Ninth Circuit have 

likewise permitted privacy class 

actions to go forward based solely 

on claimed violations of federal 

statutes with statutory damages 

provisions. In Gaos v. Google,17 the 

U.S. District Court for the Northern 

District of California dismissed 

the named plaintiff’s common law 

claims but allowed her claims under 

the SCA to survive, holding that “the 

SCA provides a right to judicial relief 

based only on a violation of the stat-

ute without additional injury.” See 

also In re Facebook Privacy Litig.18 

(plaintiffs established standing 

when they alleged a violation of the 

ECPA); In re Zynga Privacy Litig.19 

(holding that “a violation of one’s 

statutory rights under the SCA is a 

concrete injury); Cousineau v. Micro-

soft20 (denying motion to dismiss 

for lack of Article III standing where 

plaintiff alleged an SCA violation).

However, the Fourth Circuit has 

reached the opposite conclusion. 

In Van Alstyne v. Elec. Scriptori-

um21 the Fourth Circuit ruled that 

a plaintiff must prove actual dam-

ages to recover a statutory award 

under the SCA. See also Sterk v. Best 

Buy Stores,22 (claim for violation of 

Video Privacy Protection Act based 
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on alleged disclosure of plaintiff’s 

movie purchase history was insuf-

�cient to confer Article III standing).

It is not too soon to wonder 

whether the emerging split between 

courts permitting privacy cases to 

go forward based solely on statutory 

damages and those requiring actual 

damages will eventually be resolved 

by the U.S. Supreme Court—and to 

wonder what might happen there. 

The implications of this seemingly 

narrow question for class action 

jurisprudence and for online busi-

nesses are enormous: comScore 

suggests that if a lead plaintiff in a 

purported privacy class action can 

overcome the standing hurdle by 

citing statutory damages, then the 

class certi�cation hurdle may also 

be manageable. The stakes are high.
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